be3onacHoCTh JeTell B MHTEPHETE

O6nogneno 20.03.2025

HTEepHET U CBSI3b

Kubep6e3omnacHocTh

JleTn HCIONIB3YIOT TUTAHIIETHI W CMApTQOHBI s OOMmeHHs, Y4EOBI, MOUCKAa WHGOPMAIMUA | HTD,
HE TI0JI03peBast 00 OMACHOCTAX, KOTOPHIC XKAYT UX B UHTEPHETE

[To3aboThTech 0 6€30IAaCHOCTH BAIIUX JETeH — IyCTh OHU:

e  OTKPBIBAIOT TOJIBKO MOJXOISAIINE IT0 BO3PACTY CAUTHI U MPHIIOKCHUS

e yyaTcs IpaMOTHO PACHPEENIATh BpeMsl MEXKAY UTpaMu U y4E€00n

e HE IIPOIAJAIOT U3 BALIETO I10JI 3PEHUs
OrpanuTh eTeil OT HexenaTeabHONH HHPOPMALIMU B MHTEPHETE U JECTPYKTUBHOIO KOHTEHTA € TIOMOIIbIO
CTIEMAIBHBIX CEPBUCOB MOXKET JIFO00H poauTeNh qake 0e3 TEXHUYECKUX 3HAHUN

Poauresbcknii KOHTPOJIb

CpenctBa  poOAMUTENBCKOTO  KOHTPOJSI —  3TO  HMHCTPYMEHTBI, CIOCOOHBIC  3alllUTUTh  JETel
OT MOTEHIIUATBFHO OMACHOTO KOHTEHTA U MO3BOJIIOIINE POIUTENSAM CISAUTH 32 BPEMEHEM, ITPOBEIEHHBIM
pebéukoMm B cern. Takue HWHCTPYMEHTHI MpeAsiaraloT aO0OHEHTaM OMNepaTopbl CBA3M U LU(]POBBIE
KOMITaHUH, OCHOBABIIIHE AJIbSIHC I10 3alIUTE JeTei B U] poBOH cpesie

IIpusoskeHust onepaTopoB CBA3M

o OTCcneXuBalOT ypoOBEHbB 3apsaa cMapTdoHa peOEHKa

e bioKupyroT HexkenaTenbHbIE CAaNThI

o JIarOT TOYHBIE TaHHBIE O MECTOIOJIOKEHUH YCTPONCTBA

PonuTenun Moryt HacTpouTh 30HBI, HAlPUMEP TEPPUTOPUIO IIKOJIBI MM paiioHa. [Ipmioxkenue Oyner
OTIIPABJIAITh CMC, €M PeOEHOK BhIET 3a ux mpenensl. [l ype3BblYAHBIX CUTyallui €CTh KHOIKa
SOS. Ipunoxenust goctymusl a1t Android u i10S

[TonpoOHOCTH KCIIONIB30BAaHUS U YCTAHOBKU y3HaBalTE y ONEpaTOPOB CBSI3U

bpay3epbl 4 IOMCKOBbIE CHCTEMBI

«SIngexc»

B noncke «SInaekca» ecTb HECKOIBKO PEKUMOB, KOTOPBIE ITO3BOJISIOT YIPABIATH NOMCKOBOM BblIaYeH

Pexumbl puabsTpanun

e VYMepeHHbI — U3 pe3yJbTaTOB MOHUCKA HCKIFOYAKOTCA CAUTBI I B3POCHBIX, €CIU 3aIpoc SIBHO
HE HaIIpaBJICH Ha IIOUCK TAKUX pPeCypcoB. PeXUM BKIIIOUEH 110 yMOITYAHUIO

o CeMmeilHbIN — U3 PE3yabTAaTOB MOMCKA MOJHOCTHIO MCKIIFOUAETCSl KOHTEHT JUIsl B3POCIBIX, AXKe €CIIU
3ampoc SIBHO HAIIPaBJIEH HA IMIOUCK TAKUX CAalTOB. PEXKMM MOYXKHO aKTHUBMPOBATh B HACTPOMKAX

Kak BKJIIOYHMTH ceMeHHBbIN peXuM
1. Ortkpoiite pasgen «Hactpoiiku» Ha IJIaBHOM CTpaHMIIE MOUCKa «SIHAEKca» WM Ha CTpaHHUILIE
C pe3ysbTaTaMu IIOUCKa

2. Ilepeiigute: [Touck — @unbTpanus noucka — CeMeHHbIN pexum

3. Haxwmure «CoxpaHHUTH) BHU3Y CTPAHUIIBI
Pexxumpl punbTparuu B moucke «SHaekcay paboTarT B Tr000M Opaysepe
Be3onacHocThb aeTel B colCeTAX
3aperucTpupyiTech BO BCEX COICETSX, TAe ecTh Bam pebéHok. JlobaBeTe ero B apy3bs
Y TIPOCMATPUBAKNTE TIOCTHI, JpYy3ed U COOOIECTBa, B KOTOPHIX OH COCTOMT. Mrpaiite ¢ peOEHKOM B €ro
moOumbie urpbl. OH OyIeT OXOTHEE NENUTHCS MOAPOOHOCTSIMU CBOCH OHJIAWH-KU3HU U TPUCTYIITHBATHCS
K BaIllMM COBETaM
BecniaTHble cepBUChI M MaTepHaJIbI 10 HM(PPOBOIi 6e30MaCHOCTH



Pazo0paBiucey B BUPTyaJlbHOM MHpE, Bl OyleTe yBepeHHEe rOBOPHUTH O HEM ¢ neTbMmu. MHopmarmio
0 UG poBoO 6€30IIaCHOCTH MOKHO OECIUIATHO MOJIYYHUTh B CHELUAIbHBIX CEpBUCAX

«UDPATeka. bubanoreka npakTu4ecKuX 3HAHUID)

Ha noptaie pazmenieHa nahpopManus 0 BO3MOXKHBIX yIpo3ax B HHTEPHETE U PEKOMEH/IAINHU, KaK ¢ HUMU
O0pOTHCS. 3/1eCh MOKHO HAUTH:

e CTaThU IKCIIEPTOB

e IPAKTUYECKHUE COBETHI
e OHJIAMH-KBU3BI

e TIOJIE3HBIEC CEPBUCHI IS JETEH, POAUTEIICH U YUUTEIIECH
IlepeliTn Ha moprain

IlocoOue nasi poauresieid u yunreseil «Pucku B undposoii cpene: 1MarHocTuka, NpopuIaKTHKA,

KOpPpeKIushH

Y4eOHO-MeTOINYECKOE TI0COOME TMOATrOTOBUJIA TPYIA ICUXO0JIO0roB MOCKOBCKOIO TIOCYAapCTBEHHOTO

[ICUXOJIOTO-TIEJarOTMYECKOT0  YHUBEPCUTETa COBMECTHO C BEIYIIMMH JKCIEpTaMU  KpPYHHEHIINX

TEXHOJIOTUYECKUX KOMIaHui Poccuu — ocHoOBaTesei 1 WICHOB AJIbsSHCA I10 3alIUTE JIeTe B U(POBOI

cpene

[TocoOue mocBsimeHo puckam nuppoBOi Cpepbl, C KOTOPHIMU JIE€TH U TOJAPOCTKH CTAJIKHUBAIOTCS 0 Mepe

B3pociieHus. B HEM MOXHO HaWTH:

e COBpPEMEHHBIE WHCTPYMEHTBHl JAMArHOCTHKH, IO3BOJSIONINE BBISBHTH IU(PPOBBIE PUCKU Y JIETEH
U IIOAPOCTKOB

e PEKOMEHJALUH JUIsl POJUTENEH U MeJaroros 1o npo@uiIakTUKe U KOPPEKIHUU IIUPPOBBIX PUCKOB
OTKpBITH U CKa4yaTh ocodue

A30yka ku0ep0e30MmacHOCTH

CrnoBapb TEpMHHOB, CBSI3aHHBIX C IIM(PPOBOH OE30MaCHOCTHIO, MOBEJIEHUEM B MHTEPHETE W MHTEPHET-
pucKamMu

OTKpBITh U CKayaThb CIOBAPb

Inardopma undpoBoii rpaMOTHOCTH JIUIsA HE3PAUHUX AeTeli oT Outaiin u Everland

Kypc nns gereii v moApOCTKOB C MHBATUAHOCTBIO — TMPEXKE BCEro, I HE3PSAYUX W CITaOO0BUISIIMX.
B3pocnbie Toxe moryT ero npoiitu. Kypc momosker ocBOUTh U(PPOBBIE TPOTPAMMBI U 1ACT PEIICHUS IS
MIOJIHOIICHHOT'O UCTIOJIB30BaHUs cMapT(hOHA U KOMITbIOTEpa B TIOBCETHEBHOM KU3HU

[TogpobGHee o kypce

IIpoexT concern BKonTakTe #HeTKkHOCPOYLITHHTY

Exeronno B HOsiOpe B Poccum mpoxonut uHpopmanmonHHas —kKammaHusg — «Mecs  OopbOBI
¢ kubepOyunHrom». Llenb mpoekTa — mNpuBIEYs BHUMAHUE K MMpoOJieMe TpaBiIM B CETH MU 3a eé
npeaesnaMmu

DKCIEepTHI-TICUXOJIOTH  4Yepe3 calT oOpamiaioTcs K arpeccopaM, J>KepTBaM M CBUICTESIM  TpaBIlU
B UHTepHeTe. OHU COBETYIOT, KaK HE MOBTOPUTH arpeccuro B OyAYIIEM, CIPaBUThCA C MOCIEICTBUAMU
TPABJIM U TIOMOYb JPYTUM JIOASIM

[IepeiiTn Ha callT mpoekTa

KBu3 «Kub6epoe3onacuoctb» o Mera®ona u SkillCity


https://cifrateka.ru/
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://beelineforkids.ru/
https://kiberbulling.net/

CHoXHYI0 ¥ BOKHYIO TEMY MOYKHO M3Y4YHTh B HTPOBOM ¢dopme. rpatb MOKHO OJTHOMY HIIM B KOMaH/IE.
VY3HaiiTe 0 caMbIX BOCTpeOOBaHHBIX Mpodeccusix B MUpe KubepOe30nacHOCTH, MpaBMiiax KMOEPTUTHEeHbI,
MOTPEHUPYHTE CBOIO HACMOTPEHHOCTD

Urpa Oyner oIMHAKOBO HMHTEpECHAa Yy4YEHUKAaM CpeIHero M crapuiero 3BeHa. llomoiinér mis noma
Y IIKOJIBI

[TonpoOuee o kBU3E

OmnuaitH-kypc 14 poaurtedieii «Kak 3ammTuTh pedéHKa 0T pUCKOB B MHTepHeTe» 0T PocTesiekoma
Kypc nnsa ponurteneii u3 HECKOJIBKUX BHACOYPOKOB pa3pabOTaH Ha OCHOBE HMCCIEAOBaHUS OC30MaCHOCTH
JIeTed B UHTEPHETE

[TogpobGHee o kypce

Hoakact «JIykomopbe. Ckazku Kora yuénoro»

[{uka neTckux mporpamMm B CTHUXax O 0€30IaCHOCTH B CETU U LU(PPOBOM rpaMoTHOCTH. KommbroTepHbIe
s3nonen Jlemmii, Bonk u Kuknmopa BOPYIOT B CKa304YHOM KOPOJIEBCTBE NApOJIM W JIMYHBIE JaHHBIE,
B3JIaMBIBAIOT 3JIEKTPOHHYIO IIOUTY, 3apa)kKat0T KOMIIBIOTEPBI BUPYCAMU

Cuctemnslii agmuaucTpatop Bacwimca Ilpemynpas oObscHSET, Kak NpPaBWIBHO JCHCTBOBATH IPH
BO3HUKHOBEHUHU YIpO3bl U 4YTO OyJeT, eciu INpeHeOperars mnpaBuwiaMu Oe30macHOCTU. [INTeNbHOCTh
OJTHOM MpOrpaMMbl 6—8 MUHYT

IIpocnymars noakact

CrienBbIIIYCK KYyPHAJIA «Y MHS LKW

Crnenssinyck xypHana «Ilanopama TV» u «JleTrckoro paamo» MOTHOCTBIO MOCBAMIEH TEME HHTEPHET-
6e3omacHoctu. [lepconaxu «Jlerckoro paaro» Becnyika n Kumsitorna npeanararoT pedEHKY MpoBEpUTH
HAaBBIKU IMOJIB30BAHUSA MHTCPHCTOM, PCIIMB 3a/la4i Ha JIOTUKY, CMCKAJIKy U BHUMATCIBbHOCTDH

[TonpoOHee o mpoekTe

[Mpuioxenus 1 odecneyenns: HUPPOBO 0e30MACHOCTH AeTeil

Ipunoxenne «KRUTUBE deram»

WHcTpyMeHT rubKkoil HacTpOWKH M KOHTPOJS 3a TEM, YTO CMOTPUT PEOEHOK M CKOJBKO BPEMEHHU OH
TPaTUT Ha TaJKEThI

B 6ubmmotexe npunoxenus nqoctynHo 6oee 10 000 enuHUIT 1ETCKOTO KOHTEHTA:

e 0oOyuyaromue poJiuKu

® Pa3BJICKATCIIBLHBIC BUJICO
e KaHaJIbI ACTCKHUX 6HOFepOB

e  TMOMYNSPHBIE MYTbTHUIHMBI
Kak co3aaTe m HacTPpOUTH AeTCKUI MPOPHIbL
1. Boiinute B npunoxxenue «KRUTUBE JleTsim» o1 CBOMM JIOTHHOM U MTapoJieM

2. Bsenute uudpsl ¢ 5kpaHa, 4ToOBl BOMTH B pazJiesl POAUTEIHCKOIO KOHTPOJIS

3. Haxwmure «Jl06aBuTh AeTCKUN TPOPUIIBY» U HACTPOITE €ro:

o BBIOEpHUTE aBaTap
o YKQKUATE UMS
o BKJTIOYHTE TIOUCK TI0 IPUIIOKEHUIO, €CITH HY)KHO

4. VYcraHOBHTE TaliMep MPOCMOTpa — MPH HEOOXOIUMOCTH
Ecmn akkaynra ma RUTUBE Her, cosmaiite ero B npunoxenun «RUTUBE Jleram» u cienyiite
MHCTPYKLIHAM


https://skillcity.ru/teachers/materials/quiz/#3&kviz-kiberbezopasnost
https://www.company.rt.ru/social/cyberknowledge/cyber-lessons/
https://detifm.ru/fairy_tales/id/1441
https://internetforkids.ru/static/Umnaski_03_070922_NEW.pdf

[TonpoOHee 0 mpuI0KeHUN
Jerckuii pe:kuM B cepBHCAaX M MPUJIOKEHHUSAX

Jerckunii akKayHT B cepBHcax «SHaekca»

JUId NEeTCKMX aKKayHTOB B «SIHIEKCe» 110 yMOJIYAHUIO BKIIIOYAETCSI CEMEHHBIM PEXXHM C PACIIUPEHHON
¢unbTpanueil. B HEM CKpBIBAIOTCS CTPAHUIBI C HELIEH3YPHOU JIGKCUKON M OTPAaHUYMBAIOTCS PE3YJIbTaThI
IIOUCKA I10 HEeXKEJIaTeJIbHbIM TEeMaTUKaM, HalpUMep IO yNoTpeOJIeHHUI0 HAPKOTUYECKUX BELIECTB,
aJIKoroiId, Tabaka

Yepes neTckuil akkayHT peOEHOK caM CMOXKET MOJIb30BAThCS JIPYTMMHU cepBUcCaMU «SIHIekca». B Hux
OyzieT aBTOMaTUYEeCKH MPUMEHSATHCS (PUITBTP, CKPBIBAIOLINI HE TIOXOAAIIHIA IO BO3PACTY KOHTEHT
ITonpobOHee 0 co3aHuM JETCKOTO aKKayHTa U yIpaBJIeHUH UM

Jerckuii peskum B RuStore

B opunmansHom marasune npuinokenuid RuStore ects aerckuit pexxuM. M0OXXKHO HACTPOUTH MPOCMOTP
Y TOMCKOBYIO BbIIauy KOHTCHTA B 3aBUCHMOCTH OT Bo3pacta peO&HKa, KOHTPOJIUPOBATH €TI0 MOKYITKH
Pomurento HyXHO BBIOpaTh BO3pacT peOEHKA: JOMIKOJIBHUK, MIKOJIBHUK WM TOAPOCTOK. OT 3TOrO
3aBUCHT, KaKOI KOHTEHT OY/IET ITOKa3bIBAThCS:

e  JIOIIKOJILHUKY — TOJIbKO JACTCKUI KOHTEHT 03 He)KeIaTeIbHbIX MAaTePUAIOB

e IIKOJIBHUKY — IMPUIIOXKCHUSA H UT'PbI, KOTOPBIC IMOAXOIAT IJIA Bcel CEMbH, HO MOT'YT COACPIKATH
I[I/IHaMI/IIIHI)II\/JI KOHTCHT

e MOAPOCTKY — 00JI€€ «B3POCIIbIil» KOHTEHT

Emé omHa OCOOEHHOCTH JETCKOro peXHMa — CHeluanbHble MOJ00pKHM OT peaakuuu RuStore
C MOJIE3HBIMU MPUIJIOKEHUSIMHU U UTPaMH, KOTOPbIE MEHSIOTCS B 3aBUCUMOCTH OT BHIOPAHHOT'O BO3pacTa
PeOGEHOK He CMOXKET caM BBIKJIIOUUTH JETCKUH PEKUM: POJUTENh YCTAaHOBUT KO, 0e3 BBOJa KOTOPOTO
HEBO3MOKHO ITIOMEHATh HACTPOUKHU WJIM COBEPIIATh NOKYIIKH

Bxitounts aerckuil pexxuM, BbIOpaTh Bo3pacT peO&Hka u yctaHoBUTh [IMH-kox MOXHO B HacTpoiikax
npodwis B RuStore

[Toapo6Hee o neTckoM pexxume B RuStore

Ymusble k0J10HKH 1 TB-cTannmu ¢ Amucoii ot «SIHgexca»
Annca MOXeT, HallpuMep:
e OTBETHUTh HA BOMPOC peOEHKA

® pacCka3aTb CKa3Ky
e [IOUI'PATh B ropoaa WU 3araaaTb 3araixky

e TMOJCKAa3aTh, KaK CAENATh OTKPBITKY ISl 0A0YIITKH

TexHoMOTMM AJMCHI PAcHO3HAIOT ToJoc peOHKa 10 12 jneT, W oHa BKIIOYAeT OE30IMaCHBIA JICTCKHMA
pexxuM. B aToM pexxrMe acCUCTEHT (QUIBTPYET BECh KOHTEHT ISl B3POCIBIX M MOJOMPAST MOIXOASIINN
10 BO3pacTy, a B JOMOJHUTEIRHOM pexuMe «J[ms mampimei» BKIOYaeT TOIbKO KOHTEHT 0+. OTo
MTOMOYXET 3aIIUTUTh PeOEHKA OT HeXeNaTeTbHONH NH(POPMAITUHU U MMOTSHIIMATLHO BPEAHOTO KOHTEHTA

Kak HacTpoMTh KOJIOHKY /IS 1eTel

JIns neTckoro rosoca MOXKHO BKIKOYUTH pexkuM «/limsa mansimei» wim «/lerckuii». Ilpu atom mis
B3pOCJIOTO TOJIOCA MOXXHO BBIOpAaTh PEXKUM «YMEpPEHHBI» — Tak KOHTEHT 18+ Oymer BblgaBaThCs
TOJIBKO MO0 KOHKPETHOMY 3aIIpOCy

Ecmm co3mate peOEHKY IETCKMM aKKayHT WM «IO3HAKOMHTBY» €ro C AJMCOW, TMOMOIIHUK Oynaer
oOpamatecsi K peOEHKY 110 UMEHHM W BKJIIOYATh OoJiee TEPCOHAIM3HPOBAHHBIA KOHTEHT HCXOJS
13 UCTOPUU MTOUCKA

PazpaboTunk HEe peKOMEHyeT OCTaBIATh PEOEHKA C KOJIOHKOM 0€3 MpUCMOTpa B3POCIIBIX

ITonpoOHee 06 Anuce


https://kids.rutube.ru/onboarding
https://yandex.ru/project/unisearch/search_kids
https://www.rustore.ru/help/users/start/parental-control
https://alice.yandex.ru/support/ru/station/kids

Hercknii pe:xxum VK Buneo

PexuM, KOTOPBII OTKPBIBAET IOCTYN K MHOTOTBICSIYHOW OMOIMOTEKE 00YyYarollero M pa3BieKaTeIbHOIO
KOHTEHTA, IIPH 3TOM oOecIieunBas HUPPOBYIO OE30MIaCHOCTH JETEeH U MOAPOCTKOB

I'ne noctynna ¢pyHkuus

o B Oera-Bepcun Ha cMapTQoHaX U TUIAHIIETaxX

e BSmart TV

e B Android TV
JleTckuii peXMM yOpOIIaeT MOUCK BHUAECO g AeTeil. OHM MOTYT CMOTpETh, HalpHMEp, KIACCHUKY
POCCHUICKON MYJIbTUILIMNKAIIUY, TIOMYJSIPHbICE aHWMAIMOHHBIE HOBHHKH, Pa3BUBAIOIIUE W 0OydaroIiiue
BUJeo. B Oubnnoreke Takke €CTh KOHTEHT OT MOMYJSPHBIX OJIOrepoB, CeMeHble (QHIbMBI
Y UHTCPAKTUBHBIE BUJICO
Hnsa neteit no 12 ner OubinoTeka KOHTEHTa Mojao0paHa BPYYHYIO, IPEIyCMOTPEH Oe30MacHbIl MOUCK
IO 3apaHee pa3MeueHHOM 0aze
Kak akTUBHPOBATH 1eTCKUIl PeKUM

1. 3aiimute B cBOIi mpodwmis B npuinoxenun VK Bugeo

2. IlepexitounTech Ha JETCKHUIA PEKUM

3. YcranoBute uerblpéx3Haunblii [IMH-kox. O oOecneuyuT O€30MaCHOCTh: JETH HE CMOTYT
BEPHYTHCSI BO B3POCIIbIA TPO(UIIb Ja)ke MPU Iepe3arpy3ke IpUIOKeHUs



